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mqttcloudproviderslib

A library implementing cloud provider authentication for AWS, Azure and Google cloud for use in mqtt messaging and implements a message hub to publish messages in a fan pattern to all providers.


	Documentation: https://mqttcloudproviderslib.readthedocs.org/en/latest





Development Workflow

The workflow supports the following steps



	lint


	test


	build


	document


	upload


	graph







These actions are supported out of the box by the corresponding scripts under _CI/scripts directory with sane defaults based on best practices.
Sourcing setup_aliases.ps1 for windows powershell or setup_aliases.sh in bash on Mac or Linux will provide with handy aliases for the shell of all those commands prepended with an underscore.

The bootstrap script creates a .venv directory inside the project directory hosting the virtual environment. It uses pipenv for that.
It is called by all other scripts before they do anything. So one could simple start by calling _lint and that would set up everything before it tried to actually lint the project

Once the code is ready to be delivered the _tag script should be called accepting one of three arguments, patch, minor, major following the semantic versioning scheme.
So for the initial delivery one would call


$ _tag –minor




which would bump the version of the project to 0.1.0 tag it in git and do a push and also ask for the change and automagically update HISTORY.rst with the version and the change provided.

So the full workflow after git is initialized is:



	repeat as necessary (of course it could be test - code - lint :) )


	code


	lint


	test






	commit and push


	develop more through the code-lint-test cycle


	tag (with the appropriate argument)


	build


	upload (if you want to host your package in pypi)


	document (of course this could be run at any point)









Important Information

This template is based on pipenv. In order to be compatible with requirements.txt so the actual created package can be used by any part of the existing python ecosystem some hacks were needed.
So when building a package out of this do not simple call


$ python setup.py sdist bdist_egg




as this will produce an unusable artifact with files missing.
Instead use the provided build and upload scripts that create all the necessary files in the artifact.



Project Features


	TODO








          

      

      

    

  

    
      
          
            
  
Installation

At the command line:

$ pip install mqttcloudproviderslib





Or, if you have virtualenvwrapper installed:

$ mkvirtualenv mqttcloudproviderslib
$ pip install mqttcloudproviderslib





Or, if you are using pipenv:

$ pipenv install mqttcloudproviderslib





Or, if you are using pipx:

$ pipx install mqttcloudproviderslib








          

      

      

    

  

    
      
          
            
  
Usage

To develop on mqttcloudproviderslib:

# The following commands require pipenv as a dependency

# To lint the project
_CI/scripts/lint.py

# To execute the testing
_CI/scripts/test.py

# To create a graph of the package and dependency tree
_CI/scripts/graph.py

# To build a package of the project under the directory "dist/"
_CI/scripts/build.py

# To see the package version
_CI/scripts/tag.py

# To bump semantic versioning [--major|--minor|--patch]
_CI/scripts/tag.py --major|--minor|--patch

# To upload the project to a pypi repo if user and password are properly provided
_CI/scripts/upload.py

# To build the documentation of the project
_CI/scripts/document.py





To use mqttcloudproviderslib in a project:

from mqttcloudproviderslib import Mqttcloudproviderslib
mqttcloudproviderslib = Mqttcloudproviderslib()








          

      

      

    

  

    
      
          
            
  
Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.


Submit Feedback

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.





Get Started!

Ready to contribute? Here’s how to set up mqttcloudproviderslib for local development.
Using of pipenv is highly recommended.


	Clone your fork locally:

$ git clone https://github.com/schubergphilis/mqttcloudproviderslib







	Install your local copy into a virtualenv. Assuming you have pipenv installed, this is how you set up your clone for local development:

$ cd mqttcloudproviderslib/
$ pipenv install --ignore-pipfile







	Create a branch for local development:

$ git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.
Do your development while using the CI capabilities and making sure the code passes lint, test, build and document stages.



	Commit your changes and push your branch to the server:

$ git add .
$ git commit -m "Your detailed description of your changes."
$ git push origin name-of-your-bugfix-or-feature







	Submit a merge request
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mqttcloudproviderslib package


Submodules



mqttcloudproviderslib.mqttcloudproviderslib module

Main code for mqttcloudproviderslib.


	
class mqttcloudproviderslib.mqttcloudproviderslib.AwsAdapter(device_name, endpoint, certificate, private_key, certificate_authority='AmazonRootCA1.pem', port=443, protocol='x-amzn-mqtt-ca', device_location='devices')[source]

	Bases: mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter

Placeholder.


	
on_disconnect(client, user_data, return_code)[source]

	Placeholder.










	
class mqttcloudproviderslib.mqttcloudproviderslib.AzureAdapter(device_name, endpoint, key, api_version='2018-06-30', certificate_authority='AzureRootCA.pem', port=8883, protocol=4)[source]

	Bases: mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter

Placeholder.


	
on_disconnect(client, user_data, return_code)[source]

	Placeholder.










	
class mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter(device_name, port, certificate_authority, protocol)[source]

	Bases: abc.ABC

Placeholder.


	
name

	Placeholder.






	
on_disconnect(client, user_data, return_code)[source]

	Placeholder.






	
protocol

	Placeholder.






	
publish(message)[source]

	Placeholder.






	
publish_to_subtopic(message, topic)[source]

	Placeholder.










	
class mqttcloudproviderslib.mqttcloudproviderslib.GoogleAdapter(device_name, project_id, cloud_region, registry_id, mqtt_bridge_hostname, mqtt_bridge_port, private_key, certificate_authority='GoogleRoots.pem', port=8883, protocol=<_SSLMethod.PROTOCOL_TLSv1_2: 5>)[source]

	Bases: mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter

Placeholder.


	
on_disconnect(client, user_data, return_code)[source]

	Placeholder.










	
class mqttcloudproviderslib.mqttcloudproviderslib.MessageHub(configuration)[source]

	Bases: object

A fan provider to all cloud providers.


	
broadcast(message)[source]

	It will broadcast the provided message to all registered cloud provider’s default topic.


	Parameters

	message (dict) – The message to publish to the default provider’s topic.



	Returns

	True if all published messages get delivered, False if any fails.



	Return type

	result (bool)










	
broadcast_to_subtopic(message, topic)[source]

	It will broadcast the provided message to all registered cloud provider’s with specified topic.


	Parameters

	
	topic (str) – The provider’s specific topic to publish the message to.


	message (dict) – The message to publish to the specified provider’s topic.






	Returns

	True if all published messages get delivered, False if any fails.



	Return type

	result (bool)














	
class mqttcloudproviderslib.mqttcloudproviderslib.Provider[source]

	Bases: object

Placeholder.







mqttcloudproviderslib.mqttcloudproviderslibexceptions module

Custom exception code for mqttcloudproviderslib.


	
exception mqttcloudproviderslib.mqttcloudproviderslibexceptions.InvalidAzureKeyContents[source]

	Bases: Exception

Could not read the provided file as a valid file holding an azure key.






	
exception mqttcloudproviderslib.mqttcloudproviderslibexceptions.ProviderInstantiationError[source]

	Bases: Exception

No provider could be instantiated because the data provided was invalid.







mqttcloudproviderslib.schemas module

Main code for mqttcloudproviderslib.



Module contents

mqttcloudproviderslib package.

Import all parts from mqttcloudproviderslib here





          

      

      

    

  

    
      
          
            
  
Credits


Development Lead


	Costas Tyfoxylos <ctyfoxylos@schubergphilis.com>


	Frank Breedijk <fbreedijk@schubergphilis.com>






Contributors


	Marcel Bezemer <mbezemer@schubergphilis.com>








          

      

      

    

  

    
      
          
            
  
History



0.0.1 (03-02-2020)


	First code creation






0.1.0 (04-02-2020)


	First MVP release.






0.1.1 (04-02-2020)


	Updated cloud provider schemas with optional entries.






0.1.2 (04-02-2020)


	Fixed package reference for relative dynamic import.






0.1.3 (04-02-2020)


	Fixed Azure key contents and subtopic rendering.






0.1.4 (05-02-2020)


	Fixed bugs with azure provider.






0.1.5 (05-02-2020)


	Small linting fixes.






0.1.6 (26-04-2021)


	Bumped dependencies.






0.1.7 (08-06-2021)


	Bumped dependencies.






0.1.8 (08-06-2021)


	Bumped dependencies.







          

      

      

    

  

    
      
          
            

   Python Module Index


   
   m
   


   
     		 	

     		
       m	

     
       	[image: -]
       	
       mqttcloudproviderslib	
       

     
       	
       	   
       mqttcloudproviderslib.mqttcloudproviderslib	
       

     
       	
       	   
       mqttcloudproviderslib.mqttcloudproviderslibexceptions	
       

     
       	
       	   
       mqttcloudproviderslib.schemas	
       

   



          

      

      

    

  

    
      
          
            

Index



 A
 | B
 | G
 | I
 | M
 | N
 | O
 | P
 


A


  	
      	AwsAdapter (class in mqttcloudproviderslib.mqttcloudproviderslib)


  

  	
      	AzureAdapter (class in mqttcloudproviderslib.mqttcloudproviderslib)


  





B


  	
      	BaseAdapter (class in mqttcloudproviderslib.mqttcloudproviderslib)


  

  	
      	broadcast() (mqttcloudproviderslib.mqttcloudproviderslib.MessageHub method)


      	broadcast_to_subtopic() (mqttcloudproviderslib.mqttcloudproviderslib.MessageHub method)


  





G


  	
      	GoogleAdapter (class in mqttcloudproviderslib.mqttcloudproviderslib)


  





I


  	
      	InvalidAzureKeyContents


  





M


  	
      	MessageHub (class in mqttcloudproviderslib.mqttcloudproviderslib)


      	mqttcloudproviderslib (module)


  

  	
      	mqttcloudproviderslib.mqttcloudproviderslib (module)


      	mqttcloudproviderslib.mqttcloudproviderslibexceptions (module)


      	mqttcloudproviderslib.schemas (module)


  





N


  	
      	name (mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter attribute)


  





O


  	
      	on_disconnect() (mqttcloudproviderslib.mqttcloudproviderslib.AwsAdapter method)

      
        	(mqttcloudproviderslib.mqttcloudproviderslib.AzureAdapter method)


        	(mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter method)


        	(mqttcloudproviderslib.mqttcloudproviderslib.GoogleAdapter method)


      


  





P


  	
      	protocol (mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter attribute)


      	Provider (class in mqttcloudproviderslib.mqttcloudproviderslib)


  

  	
      	ProviderInstantiationError


      	publish() (mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter method)


      	publish_to_subtopic() (mqttcloudproviderslib.mqttcloudproviderslib.BaseAdapter method)


  







          

      

      

    

  

    
      
          
            
  All modules for which code is available

	mqttcloudproviderslib.mqttcloudproviderslib

	mqttcloudproviderslib.mqttcloudproviderslibexceptions




          

      

      

    

  

    
      
          
            
  Source code for mqttcloudproviderslib.mqttcloudproviderslib

#!/usr/bin/env python
# -*- coding: utf-8 -*-
# File: mqttcloudproviderslib.py
#
# Copyright 2020 Costas Tyfoxylos
#
# Permission is hereby granted, free of charge, to any person obtaining a copy
#  of this software and associated documentation files (the "Software"), to
#  deal in the Software without restriction, including without limitation the
#  rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
#  sell copies of the Software, and to permit persons to whom the Software is
#  furnished to do so, subject to the following conditions:
#
# The above copyright notice and this permission notice shall be included in
#  all copies or substantial portions of the Software.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
#  IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
#  FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
#  AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
#  LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
#  FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
#  DEALINGS IN THE SOFTWARE.
#

"""
Main code for mqttcloudproviderslib.

.. _Google Python Style Guide:
   http://google.github.io/styleguide/pyguide.html

"""

import abc
import base64
import concurrent.futures
import datetime
import hmac
import importlib
import json
import logging
import ssl
import time
from urllib.parse import quote

import paho.mqtt.client as mqtt
from jwt import JWT

from .mqttcloudproviderslibexceptions import ProviderInstantiationError
from .schemas import (PROVIDERS_SCHEMA, CONFIGURATION_SCHEMA)

__author__ = '''Costas Tyfoxylos <ctyfoxylos@schubergphilis.com>'''
__docformat__ = '''google'''
__date__ = '''03-02-2020'''
__copyright__ = '''Copyright 2020, Costas Tyfoxylos'''
__credits__ = ["Costas Tyfoxylos", "Marcel Bezemer", "Frank Breedijk"]
__license__ = '''MIT'''
__maintainer__ = '''Costas Tyfoxylos'''
__email__ = '''<ctyfoxylos@schubergphilis.com>'''
__status__ = '''Development'''  # "Prototype", "Development", "Production".

# This is the main prefix used for logging
LOGGER_BASENAME = '''mqttcloudproviderslib'''
LOGGER = logging.getLogger(LOGGER_BASENAME)
LOGGER.addHandler(logging.NullHandler())


[docs]class MessageHub:
    """A fan provider to all cloud providers."""

    def __init__(self, configuration):
        self._configuration = CONFIGURATION_SCHEMA.validate(configuration)
        device_name = configuration.get('device_name', 'UNKNOWN_DEVICE_NAME')
        self._providers = [Provider(device_name=device_name, data=data)
                           for data in configuration.get('providers', [])]

    def _broadcast(self, method_name, message, topic=None):
        arguments = [argument for argument in (message, topic) if argument]
        with concurrent.futures.ThreadPoolExecutor(max_workers=25) as executor:
            futures = [executor.submit(getattr(provider, method_name), *arguments) for provider in self._providers]
        return all(list(concurrent.futures.as_completed(futures)))

[docs]    def broadcast(self, message):
        """It will broadcast the provided message to all registered cloud provider's default topic.

        Args:
            message (dict): The message to publish to the default provider's topic.

        Returns:
            result (bool): True if all published messages get delivered, False if any fails.

        """
        return self._broadcast('publish', message)


[docs]    def broadcast_to_subtopic(self, message, topic):
        """It will broadcast the provided message to all registered cloud provider's with specified topic.

        Args:
            topic (str): The provider's specific topic to publish the message to.
            message (dict): The message to publish to the specified provider's topic.

        Returns:
            result (bool): True if all published messages get delivered, False if any fails.

        """
        return self._broadcast('publish_to_subtopic', message, topic)




[docs]class Provider:  # pylint: disable=too-few-public-methods
    """Placeholder."""

    def __new__(cls, device_name, data):
        try:
            data = PROVIDERS_SCHEMA.validate(data)
            provider = data.get('name')
            adapter = getattr(importlib.import_module('mqttcloudproviderslib.mqttcloudproviderslib'),
                              f'{provider.title()}Adapter')
            provider_adapter = adapter(device_name=device_name, **data.get('arguments'))
            return provider_adapter
        except Exception:
            raise ProviderInstantiationError(f'The data received could not instantiate any valid provider. '
                                             f'Data received :{data}')



[docs]class BaseAdapter(abc.ABC):
    """Placeholder."""

    def __init__(self, device_name, port, certificate_authority, protocol):
        self._logger = logging.getLogger(f'{LOGGER_BASENAME}.{self.__class__.__name__}')
        self.device_name = device_name
        self.port = port
        self.certificate_authority = certificate_authority
        self._protocol = protocol
        self._logger.debug('Trying to instantiate mqtt client for provider :"%s"', self.name)
        self._mqtt_client = self._get_mqtt_client()

    @property
    def name(self):
        """Placeholder."""
        return self.__class__.__name__.replace("Adapter", "")

    @property
    def protocol(self):
        """Placeholder."""
        return self._protocol

    @abc.abstractmethod
    def _get_mqtt_client(self):
        pass

    @abc.abstractmethod
    def _get_topic(self, topic=None):
        pass

    def _publish(self, message, topic=None):
        try:
            topic = self._get_topic(topic)
            result = self._mqtt_client.publish(topic, json.dumps(message))
            self._logger.debug('%s: return_code: %s, mid: %s, published: %s, topic: %s',
                               self.name, result.rc, result.mid, result.is_published(), topic)
            return result.is_published()
        except Exception:  # pylint: disable=broad-except
            self._logger.exception('Could not publish message')

[docs]    def publish(self, message):
        """Placeholder."""
        return self._publish(message)


[docs]    def publish_to_subtopic(self, message, topic):
        """Placeholder."""
        return self._publish(message, topic)


[docs]    @abc.abstractmethod
    def on_disconnect(self, client, user_data, return_code):
        """Placeholder."""




[docs]class AwsAdapter(BaseAdapter):
    """Placeholder."""

    def __init__(self,  # pylint: disable=too-many-arguments
                 device_name,
                 endpoint,
                 certificate,
                 private_key,
                 certificate_authority='AmazonRootCA1.pem',
                 port=443,
                 protocol='x-amzn-mqtt-ca',
                 device_location='devices'):
        self.endpoint = endpoint
        self.url = f'https://{endpoint}'
        self.certificate = certificate
        self.private_key = private_key
        self.device_location = device_location
        super().__init__(device_name, port, certificate_authority, protocol)

    def _get_ssl_context(self):
        try:
            ssl_context = ssl.create_default_context()
            ssl_context.set_alpn_protocols([self.protocol])
            ssl_context.load_verify_locations(cafile=self.certificate_authority)
            ssl_context.load_cert_chain(certfile=self.certificate, keyfile=self.private_key)
            return ssl_context
        except Exception:
            self._logger.exception('Unable to get ssl context.')
            raise ProviderInstantiationError

    def _get_mqtt_client(self):
        try:
            mqtt_client = mqtt.Client()
            ssl_context = self._get_ssl_context()
            mqtt_client.tls_set_context(context=ssl_context)
            mqtt_client.on_disconnect = self.on_disconnect
            failure = mqtt_client.connect(self.endpoint, port=self.port)
            if not failure:
                return mqtt_client
            raise ProviderInstantiationError
        except Exception:
            self._logger.exception('Unable to create client and connect to mqtt service.')
            raise ProviderInstantiationError

    def _get_topic(self, topic=None):
        return f'{self.device_location}/{self.device_name}/events/{topic if topic else ""}'

[docs]    def on_disconnect(self, client, user_data, return_code):
        """Placeholder."""
        if return_code:
            self._mqtt_client.reconnect()




[docs]class AzureAdapter(BaseAdapter):
    """Placeholder."""

    def __init__(self,  # pylint: disable=too-many-arguments
                 device_name,
                 endpoint,
                 key,
                 api_version='2018-06-30',
                 certificate_authority='AzureRootCA.pem',
                 port=8883,
                 protocol=mqtt.MQTTv311):
        self.endpoint = endpoint
        self.device_name = device_name
        self.key = self._get_key_contents(key)
        self.certificate_authority = certificate_authority
        self.user = f'{endpoint}/{device_name}/?api-version={api_version}'
        super().__init__(device_name, port, certificate_authority, protocol)

    @staticmethod
    def _get_key_contents(key):
        with open(key, 'r') as key_file:
            result = key_file.read()
        return result

    @staticmethod
    def _generate_sas_token(uri, key, expiry=3600):
        ttl = int(time.time()) + expiry
        url_to_sign = quote(uri, safe='')
        hmac_ = hmac.new(base64.b64decode(key),
                         msg=f'{url_to_sign}\n{ttl}'.encode('utf-8'),
                         digestmod='sha256')
        signature = quote(base64.b64encode(hmac_.digest()), safe='')
        return f'SharedAccessSignature sr={url_to_sign}&sig={signature}&se={ttl}'

    def _get_mqtt_client(self):
        try:
            mqtt_client = mqtt.Client(client_id=self.device_name, protocol=self.protocol)
            mqtt_client.tls_set(self.certificate_authority)
            mqtt_client.username_pw_set(username=self.user, password=self._generate_sas_token(self.endpoint, self.key))
            mqtt_client.on_disconnect = self.on_disconnect
            failure = mqtt_client.connect(self.endpoint, port=self.port)
            if not failure:
                return mqtt_client
            raise ProviderInstantiationError
        except Exception:
            self._logger.exception('Unable to create client and connect to mqtt service.')
            raise ProviderInstantiationError

    def _get_topic(self, topic=None):
        topic = f'topic={topic}' if topic else ''
        return f'devices/{self.device_name}/messages/events/{topic}'

[docs]    def on_disconnect(self, client, user_data, return_code):
        """Placeholder."""
        if return_code:
            self._mqtt_client.username_pw_set(username=self.user,
                                              password=self._generate_sas_token(self.endpoint, self.key))
            self._mqtt_client.reconnect()




[docs]class GoogleAdapter(BaseAdapter):
    """Placeholder."""

    def __init__(self,  # pylint: disable=too-many-arguments
                 device_name,
                 project_id,
                 cloud_region,
                 registry_id,
                 mqtt_bridge_hostname,
                 mqtt_bridge_port,
                 private_key,
                 certificate_authority='GoogleRoots.pem',
                 port=8883,
                 protocol=ssl.PROTOCOL_TLSv1_2):
        self.project_id = project_id
        self.cloud_region = cloud_region
        self.registry_id = registry_id
        self.private_key = private_key
        self.mqtt_bridge_hostname = mqtt_bridge_hostname
        self.mqtt_bridge_port = mqtt_bridge_port
        self.client_id = (f'projects/{project_id}/locations/{cloud_region}/'
                          f'registries/{registry_id}/devices/{device_name}')
        super().__init__(device_name, port, certificate_authority, protocol)

    @staticmethod
    def _create_jwt(project_id, private_key, algorithm):
        """Creates a JWT (https://jwt.io) to establish an MQTT connection.

        Args:
            project_id: The cloud project ID this device belongs to
            private_key: A path to a file containing either an RSA256 or
            ES256 private key.
            algorithm: The encryption algorithm to use. Either 'RS256' or 'ES256'

        Returns:
            A JWT generated from the given project_id and private key, which
            expires in 20 minutes. After 20 minutes, your client will be
            disconnected, and a new JWT will have to be generated.

        Raises:
            ValueError: If the private_key does not contain a known key.

        """
        token = {'iat': datetime.datetime.utcnow(),
                 'exp': datetime.datetime.utcnow() + datetime.timedelta(minutes=60),
                 'aud': project_id}
        with open(private_key, 'r') as key_file:
            private_key_contents = key_file.read()
        return JWT().encode(token, private_key_contents, algorithm)

    def _get_mqtt_client(self):
        try:
            mqtt_client = mqtt.Client(client_id=self.client_id)
            # With Google Cloud IoT Core, the username field is ignored, and the
            # password field is used to transmit a JWT to authorize the device.
            mqtt_client.username_pw_set(username='unused', password=self._create_jwt(self.project_id,
                                                                                     self.private_key, "RS256"))
            mqtt_client.tls_set(ca_certs=self.certificate_authority, tls_version=self.protocol)
            mqtt_client.on_disconnect = self.on_disconnect
            failure = mqtt_client.connect(self.mqtt_bridge_hostname, self.mqtt_bridge_port)
            if not failure:
                return mqtt_client
            raise ProviderInstantiationError
        except Exception:
            self._logger.exception('Unable to create client and connect to mqtt service.')
            raise ProviderInstantiationError

    def _get_topic(self, topic=None):
        return f'/devices/{self.device_name}/events/{topic if topic else ""}'

[docs]    def on_disconnect(self, client, user_data, return_code):
        """Placeholder."""
        if return_code:
            self._mqtt_client.username_pw_set(username='unused', password=self._create_jwt(self.project_id,
                                                                                           self.private_key, "RS256"))
            self._mqtt_client.reconnect()






          

      

      

    

  

    
      
          
            
  Source code for mqttcloudproviderslib.mqttcloudproviderslibexceptions

#!/usr/bin/env python
# -*- coding: utf-8 -*-
# File: mqttcloudproviderslibexceptions.py
#
# Copyright 2020 Costas Tyfoxylos
#
# Permission is hereby granted, free of charge, to any person obtaining a copy
#  of this software and associated documentation files (the "Software"), to
#  deal in the Software without restriction, including without limitation the
#  rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
#  sell copies of the Software, and to permit persons to whom the Software is
#  furnished to do so, subject to the following conditions:
#
# The above copyright notice and this permission notice shall be included in
#  all copies or substantial portions of the Software.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
#  IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
#  FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
#  AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
#  LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
#  FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
#  DEALINGS IN THE SOFTWARE.
#

"""
Custom exception code for mqttcloudproviderslib.

.. _Google Python Style Guide:
   http://google.github.io/styleguide/pyguide.html

"""

__author__ = '''Costas Tyfoxylos <ctyfoxylos@schubergphilis.com>'''
__docformat__ = '''google'''
__date__ = '''03-02-2020'''
__copyright__ = '''Copyright 2020, Costas Tyfoxylos'''
__credits__ = ["Costas Tyfoxylos", "Marcel Bezemer", "Frank Breedijk"]
__license__ = '''MIT'''
__maintainer__ = '''Costas Tyfoxylos'''
__email__ = '''<ctyfoxylos@schubergphilis.com>'''
__status__ = '''Development'''  # "Prototype", "Development", "Production".


[docs]class ProviderInstantiationError(Exception):
    """No provider could be instantiated because the data provided was invalid."""



[docs]class InvalidAzureKeyContents(Exception):
    """Could not read the provided file as a valid file holding an azure key."""
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